How to Connect to Fermilab VPN on an iOS device e.g. iPhone or iPad

1) Purchase (free) and install the Cisco AnyConnect VPN app from the iOS App
store

2) On the first launch, the AnyConnect client will prompt you for permission to
extend the VPN capabilities of the device. Allow this.

Cisco AnyConnect Secure Mobility
Client extends the Virtual Private
Network (VPN) capabilities of your
device. Do you want to enable this
software?

Don't Allow

3) Tap on "Add VPN Connection". Enter a memorable description and enter
vpn.fnal.gov as the server address. Leave certificate set to "Automatic”. Other
items can be left as default. Tap "Save" to store Fermi VPN configuration.



Cancel Add VPN Connection

Note: Multiple configurations can be created allowing VPN connections to other
sites using Cisco AnyConnect with available licenses.

4) Tap on the name of the VPN configuration to connect.

Choose a connection...

5) Switch slider from Off to On to initiate VPN connection for selected location.



6) Enter username and password. Fermi VPN uses the Services account and
password for authentication. Tap "Connect" to authenticate.

Cancel Authentication

Please enter your username and password.

7) If authentication is successful a standard notice banner will appear. Tap
“Accept” to complete connection. Tap “Reject” to disagree with notice and cancel
connection.



=ENLE

NOTICE TO USERSThis is a
Federal system (and/or it is
directly connected to a Fermilab
local network) that is the property
of the United States Government.

It is for authorized use only. Users
(authorized or unauthorized) have
no explicit or implicit expectation
of privacy. Fermilab policy and
rules for computing, including
appropriate use, may be found at

Reject Accept

8) If connection is successful, VPN status will change to Connected. Additionally
a VPN icon will appear in the top menu bar next to other network connection
indicators like Wi-Fi, 3G, etc. Other information can be viewed in Status
Overview, Graphs and Diagnostics.



AnyConnect VPN

Status

Status Overview

Server v-5-0dg0-2 fnal.gov

Time Connected 00:00:04

Client Address 131225 74 162
Bytes Received
Detalls:
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Note:

The Cisco AnyConnect VPN connection will be maintained even after exiting the
client app. This allows the use of the VPN connection by other apps on the
device.
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Warning:

You must manually disconnect the VPN connection by opening the AnyConnect
app and move the slider from On to Off.



Note:

A new VPN item may appear in the Settings app. While VPN configurations can
be edited from here, a connection can NOT be established despite the VPN
on/off switch. Connections must be made from with the AnyConnect client app.
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VPN Connection

The VPN connection requires an

application to start up.

OK




